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Application No,: 10/824.945 First Named AppUcant: Thomas A. Genfles 
Examiner: Andrew Kim Art Unit: 3714 Status of AppBcatlon: PeajUsH 

Tentative Participants: 

m Rodney L. Lacy fl> Mlchaei Blankstein 

(3) Andrew Kim (4) John Hotaling 

Proposed Date of Interview: Julv22, 2008 Proposed Time;To be determined 
Type of Interview Requested: 

(1) □ Telephonic (2) ^ Personal (3) □ Video Conference 

Please contact attorney Rodney L. Lacy at (612) 373-6954 with any questions concerning the comments or 
amendments proposed in this request. 
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4, 9, 12, 16 
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n Continuation sheet attached. 
Brief Description of Arguments to be Presented: 

Discussion of how proposed ^^ ^ 4"^^^°^ distinguish over Martinek. 



An interview was conducted on the above-identified application on 

NOTE; This form should be completed by applicant and submitted to the examiner in advance of the 



interview (see MPEP § 713.01) 

This appHcation YnU not be delayed from issue because of applicant's failure to submit a written record 
of this interview. Therefore, applicant is advised to file a statement of fhe substance of this interview (37 
CFR 1.133(b)) as soon as possible. 
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PATENT 
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Applicant: 

Serial No.: , 

Filed: Aprill5.2004 Docket No.: 1842.046US1 



Thomas A. Gentles et al. Examiner: Andiew Kim 

10/824,945 Group Art Unit: 3713 



Title ' REMOTE AUTHENTICATION OF GAMING SOFTWARE IN A GAMING 
SYSTEM ENVIRONMENT 

PROPOSED AMENDMENT 
NOT FOR ENTRY - FOR pisrTTSSTON ONLY 



1 . (Cuiiently Amended) A method, performed by a gaming system server, comprising: 
performing an authentication routine of an executable gaming software program, by 

exchanging messages with a gaming terminal over a communication network, wherein the 
authentication routine results in a determination of whether a copy of the executable gaming 
software program stored at a gaming tenninal is substantially identical to a copy of the 
executable gaming software program accessible by the gaming system serveriand 

u pon determining the copy of the executab le pamine software program stored at thfi 
paTTiinp terminal is not s ubstantially identical to the copv of the executable gaming software 
program accessible bv the earning system server, ga t hering fbrensic data associa<ed with th^ 
operation of the executable so ftware program. 

2. (Original) The method of claim 1, wherein performing the authentication routine 
comprises: 

forming a first message digest, which includes an encrypted version of a first software 
program component combined with a seed value; 

transmitting the seed value over a communication network to a gaining terminal; 

receiving, fiom the gaming tenninal, a second message digest, which includes an 
encrypted version of a second software program component and the seed value; 

comparing the second message digest to the first message digest; and 

authenticating the second software program con^onent if the first message digest is 
substantially identical to the second message digest. 
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3. (Original) The method of claim 2. wherein forming the first message digest comprises: 
generating the seed value by a random number generator; 

appending the seed value to the first software program component to form a combined 
first software program, the first software program component assumed to be substantially 
equivalent to the second software program component; and 

applying a cryptographic method to the combined first software program to form the first 

message digest. 

4. (Original) The method of claim 2, wherein transmitting the seed value comprises 
transmitting the seed value over a virtual private network. 

5. (Currently Amended) A method, performed by a gaming terminal, comprising; 
receiving one or more authentication-related messages firom a gaming system server over 

a communication network; [[and]] 

sending at least one responsive message to the gaming system server, in response to 
receiving the one or more aulhentication-related messages, in order to enable the gaming system 
server to authenticate a copy of an executable gaming software program stored at the gaming 
termina l: and 

upon determ itiin p the copy of the executable ga ming software program stored at the 
gaminp terminal is not authentic, gathering forensic data associated with the operation of the 
executable software program , 

6. (Original) The method of claim 5, wherein receiving the one or more authentication- 
related messages comprises: 

receiving a seed value over the coimnunication network from the gaming system server. 

7. (Original) The method of claim 6, further comprising: 

forming a first message digest, which includes an encrypted version of the seed value 
combined with a first software program component within the gaming terminal; and 
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Title: REMOTE i 

wherein sending the at least one responsive message includes transmitting the first 
message digest over the commTinication network to the gaming system server. 

8. (Original) The method of claim 7, wherein foraiing the first message digest comprises: 
appending the seed value to the first software program component to form a combined 

first software program; and 

applying a cryptographic method to the combined first software program to form the first 

message digest. 

9. (Original) The method of claim 7. wherein transmitting the first message digest 
comprises transmitting the first message digest over a virtual private network. 



10. (Currently Amended) A method comprisrog: 

a gaming system server forming a first message digest, which includes an encrypted 
version of a first software program conq)onent combined with a seed value; 

transmitting the seed value over a communication network to a pming terminal; 

receiving, from the gaming terminal, a second message digest, which includes an 
encrypted version of a second software program component and the seed value; 

comparing the second message digest to the first message digest; [[and]] 

authenticating the second software program component if the first message digest is 
substantially identical to the second message digestimd 

upon determining the copy of the execu tahlft pjaminp; software program stored at the 
paming terminal is not authentic, gathering forensic data a ssociated with the operation of the 
executable software program . 



1 1 . (Original) The method of claim 1 0, wherein forming the first message digest comprises: 
generating the seed value by a random number generator; 
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appending the seed value to the first software program component to form a combined 
first software program, the first software program component assumed to be substantially 
equivalent to the second software program component; and 

applying a cryptographic method to the combined first software program to form the first 

message digest. 

12. (Original) The method of claim 10. wherein transmitting the seed value comprises 
transmitting tiie seed value over a virtual private network. 

13. (Original) The method of claim 10, wherein the gaming system server initiates taking the 
gaming teraiinal out of service when the first message digest is not substantially identical to the 
second message digest. 

14. (Original) A method comprising: 

receiving, by a gaming terminal, a seed value over a communication network from a 
gaming system server; 

forming a first message digest, which includes an encrypted version of the seed value 
combined with a first software program component within fee gaming terminal; and 

transmitting the first message digest over ttie communication network to the gaining 
system server. 

15. (Original) The method of claim 14, wherein forming the first message digest comprises: 
appending the seed value to the first software program component to form a combined. 

first software program; and 

applying a cryptographic method to the combined first software program to form the first 

message digest. 

16. (Original) The method of claim 14, wherein transmitting the first message digest 
comprises transmitting the first message digest over a virtual private network. 
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17. (Currently Amended) In a gaming system having a plurality of gaming devices 
interconnected by a communication network, a method comprising: 

a first gaming device remotely authenticating a first software program component within 
a second gaming device that is remotely located fi-om the first gaming device, wherein remote 
authentication is perfomied by selecting a seed value generated by a random number generator; 

appending the seed value to a second software program component to form a combined 
second software program, the second software program component substantially equivalent to 
the first software program component; 

applying a cryptographic method to the combined second software program to form a 

first message digest 

transmitting the seed vahie to the second gaming device having the first software 
program component; 

receiving a second message digest firam the second gaming device, the second message 
digest formed by flying the cryptographic method to a combined first software program 
consent, the combined first software program component fijrmedby appending the seed value 
to the first software program component; 

con4>aring the second message digest to tiie first message digest; [[and]] 

authenticating ttie first software program con^nent if the first message digest is 
substantially identical to the second message digest^md 

ii pfyn detemunitip the copv of the executab lft paming software program stored at the 
pamin p termitial iB not authentic, gath e ring forensic data associated with the operation pf th^ 
executable software program . 



18. (Original) The method of claim 17, wherein the first gaming device includes a server in a 
jurisdictional data center, and M^erein the second gaming device includes a gaming terminal in a 
casino customer network. 
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19. (Origiiial) The method of claim 17, wherein the first gaming device includes a server in a 
casino customer corporate center, and wherein the second gaming device includes a gaming 
teiminal in a casino customer network associated with the casino customer corporate center. 

20. (Currently Amended) A gaming system comprising: 

a gaming system server, which performs an authentication routine of an executable 
gaming software program, by exchanging messages with a gaming terminal over a 
communication network, wherein the authentication routine results in a deteimination of whether 
a copy of the executable gaming software program stored at a gaming terminal is substantially 
identical to a copy of the executable gaming software program accessible by the gaming system 
servo'; [[and]] 

one or more gaming terminals, interconnected with the at least one gaming system server 
over the communication networki^d 

a data storage unit operable to store forensic data: 

wherein the authentication rout ^tiA n^tains the forensic data from the data storage unit in 
lesDonse to a determination that the copv of ifae exe cutable gamine software program is ^pt 
authentic . 



21. (Original) A computer-readable medium having program instructions stored tiiereon to 
perform a method, \<4iich when executed within an electronic device, result in: 

a gaming system server performing an authentication routine of an executable gaming 
software program, by exchanging messages with a gaming terminal over a communication 
network, wherein tiie authraitication routine results in a detenmnation of whether a copy of the 
executable gaming software program stored at a gaming terminal is substantially identical to a 
copy of the executable gaming software program accessible by the gaming system server. 

22. (Original) A computer-readable medium having program instructions stored thereon to 
perfomi a method, which when executed within an electronic device, result in: 

a gaming tenninal receiving one or more authentication-related messages from a gaming 
system server over a commimication network; and 
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sending at least one responsive message to the gaming system server, in response to 
receiving the one or more authentication-related messages, in order to enable the gaming system 
server to authenticate a copy of an executable gaming software program stored at the gaming 
terminal. 
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REMARKS 

This responds to the Office Action mailed on FehniarY26, 2008. 

Claims _ are amended, claims are canceled, and claims are added; as a result, 

claims are now pending in this application. 

Interview Summary 

AppUcant thanks Examiner Andrew Kim for the courtesy of a telephone interview on 
N/A with Applicant's representative Steven W. Lnndberg. 

[ATTORNEY, summarize Interview with examiner.] 



§ 702 Refection of the Claims 
Claims 1-3. 5-8. 10-11, 13-15 and 17-22 were rejected under 35 U.S.C. § 102(e) for 
anticipation by Martinek et al. (U.S. Patent 7,043,641). 

§ 703 Rejection of the Claims 
Claims 4, 9, 12 and 16 were rejected under 35 U.S.C. § 103(a) as being unpatentable over 
Martinek et al. (U.S. Patent 7,043,641). 
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rONCLUSION 

AppUcants respectfully submit that the claims are in condition for allowance, and 
notification to ttiat effect is earnestly requested. The Examiner is invited to telephone 
AppUcants' attorney at (612) 373-6902 to facilitate prosecution of this application. 

If necessary, please charge any additional fees or credit overpayment to Deposit Account 
No. 19-0743. 

Respectfully submitted, 

SCHWEGMAN, LUNDBERG & WOESSNER, P.A. 
P.O. Box 2938 
Minneapolis, MN 55402 
(612) 373-6902 



Date 



By. 



Steven W. Lundberg 
Reg. No. 30,568 



CERTIFICATE UNDER 37 CFR 1.8: Tlieundmigiied hereby certifies flat this coirespondence is being filed 

filing syctem EFS-Welh and ia addretsed to: Mail Stop Amendment Conimistioiier of Patents, P.O. B<« 14S0, Alexandria, VA 22313-1450 on 
diU day of Ally 2008. 
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